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Design science is technical science, engineering science
It validates proposed artefacts

— New jet propulsion technology

— New information risk assessment method
And studies implemented artefacts

— Steam machines

— Smallpox vaccination

— IS impact studies

Natural science studies entities not constructed by people
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Requirements engineering is matching problems and treatments

Problems

— Stakeholders

— Goals

— Improvement opportunities
— Problematic phenomena

Treatments

— Hardware

— Networks

— Software

— Business processes
— Business roles

Alignment



Levels of knowledge

Idealized
conditions
N=0o Universal theories Basic science
Background|theories
N=k Knowledge about problem classes and possible treatments Design science
Application ' T Generalization
Context Goal-oriented
X ——— Effects, should satisfy Goals Requirements
N=1 Treatment Engineering
- i ?
conditions 1 ade-offs (effectiveness of other treatments?)

of practice  Oensitivity (robust under future scenarios?)



Requirements
engineer
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Goals/ Economic sustainability (benefit/cost)
Rational risk tasking

This talk

Design charter

What you

cannot design /
/

/
// What you
Set of /  can design
businesses, // Value
consumers / Context —7 Treatment web
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Value webs

e Value web
— Network of economic (rational) actors
— They have something to lose: Profit & loss responsible
— They can decide for themselves: Actors have own goals

— Many topologies: Outsourcing, Joint product development, Joint
service delivery, Portals, Market places
— Decentralized coordination

e We restrict to IT-enabled value webs

e Examples:
— Philips delivering MRI scanners to hospitals
e and its suppliers and subcontractors required to deliver this

— XS4All delivering Voice over IP to consumers

* plus the ADSL network provider, supplier of router, install service
supplier, postal service

— DSM outsourcing ERP management to Atos Origin
— Misdaadkaart.nl offering map of crimes on Google maps
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e We design techniques to design value webs.

e Design science research questions:

— What problem (class) do we want to solve?
* Which goals,
* whose goals?

— How well do our techniques perform?

e Satisfy stakeholder goals?
— Effect of using our techniques?
— Criteria against which to evaluate?

* Trade-off w.r.t. alternative techniques

» Sensitivity to changes in the problem?
— For which problem class do we recommend our techniques?

e Risk?
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. Extending enterprise architecture design
method with Goal-Oriented RE

. Developing a method to develop a business
case for business network design

. Developing a method to assess
confidentiality risks in business networks
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* Project goal:

— Extending enterprise architecture design method
with goal-oriented requirements engineering

* Partners:
— BizzDesign (Wilco Engelsman)
— Novay (Dick Quartel)
— UT (Roel Wieringa)



KAOS and i* and Tropos and causal loop diagrams and ....

Fusion: reasons to add elements

Reduction: reasons to delete elements

Light Armor

WeRE/Design Science tutorial 11



\
Y]

influence decomposition

Desire is phenomenon Phenomenon Whatever is
ideal for a stakeholder Is-a observable to
stakeholders

Stakeholder Desire . conflict

Goal is desire for which
budget is made available

If the goal is a system
property, it is called a Requirement System property

requirement

Requirements must be satisfied by
observed system property

WeRE/Design Science tutorial 12



Status
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e Concepts are stable for now ... Fixed point in improvement
iterations
— Still to look at action goals and state goals
— Measure of preferences?

e Relationships require a lot more work
— Influence: state—>state, action - state, action —>action.
e Use + and — of causal loop diagram for state - state?
— Decomposition: analytic and synthetic

— Conflict: logically impossible, physically impossible, technically
impossible, violation of standards, socially impossible, humanly
impossible, too expensive ...

e We will do some empirical work before we return to this



EI Ir'\ 10 Ilt\lr\ IJ
LA II|J . VICII Uuv

_ﬁ
~t
R

O
™D

logic

Engineering cycle (a.k.a. regulative cycle):

 Problem investigation solution®
<  Artefact

. Technique

* Treatment design Vethod
 Treatment validation
 Implementation (transfer to Bizzdesign)

 Implementation evaluation

WeRE/Design Science tutorial 14
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logic

Problem investigation

Treatment design

Treatment validation

Implementation (transfer to Bizzdesign)

Implementation evaluation
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o so far
Problem investigation: TBD

Treatment design: light Armor
Treatment validation: TBD
Implementation (transfer to Bizzdesign)

Implementation evaluation

WeRE/Design Science tutorial
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* Problem investigation

— What we know now:
 Mging large # of reqgs is lot of effort, many mistakes;
e tracing EA to regs is hard, determining impact of req change or EA
change is often impossible.
e This causes dissatisfied customers and unnecessary rework.

— To d0' survey

2 —— PR I R | 2 —— PR P R

* In-depth interviews?
e Questionnaire

 Treatment design: light Armor
 Treatment validation: TBD



Initial problem

) Initial treatment design
understanding

Improved problem Improved treatment
understanding design

Iterate

WeRE/Design Science tutorial

Using a toy example

Treatment validation

Treatment validation

18
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* Problem investigation: Some survey
 Treatment design: light Armor
 Treatment validation: TBD

')
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* Problem investigation: Some survey
 Treatment design: light Armor
 Treatment validation questions

— Internal validity: LArmor in BizzDesign consultancy
mitigates identified problems?

— Trade-offs: All of LArmor?

— Sensitivity: All of BizzDesign concultancy? Only Bizzdesign
consultancy?
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 Problem investigation
e Treatment design: light Armor
Treatment validation methods

Simulation: Wilco uses LArmor with toy example
Simulation: Wilco uses LArmor with past project data
Action research: Wilco uses Larmor in a project

Opinion research: Wilco elicits opinion of Bizzdesign consultants
about Larmor concepts & method

Experiment: Wilco studies BizzDesign consultants using Larmor
on an artificial problem, compares to control group using
current BizzDesign method

Case study: Wilco studies BizzDesign consultants using Larmor in
a (pilot) project
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 Generalization
— Would similar GORE methods work too? Trade-offs?
— Applicable to similar companies/projects?

 Theory
— A theory is an ontology plus a statement with scope of
application
e Preferably, statement indicates mechanism
* Scope = generalization; always uncertain, possibly limited

e Mechanism
* Counterfactual

— Theories applied?
— Theory that will explain case study observations?
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 Multi-agent planning for barge sojourns in
Rotterdam harbor

— Containers from/to inland barge operator via terminal
to/from overseas carrier

— Goals

e to reduce waiting time of barge operators (most efficient
route through the harbor)

e T~ n that +tho nalec hawva alwavie warle who +hn
LU CIIDUIC LIIC|L LIIC LCIIIIIIIC!I.)IIGVC QIVVOy.) VVUII\VVII I LIIT y
have workers available
e Partners

— University of Twente: Silja Eckartz & others
— Rotterdam port authority
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 An argument to convince management to make
an investment decision (to do A rather than B)

e Example
— Desired decision: To implement an ERP system

— Estimated cost: Hardware, software, maintenance,
operations, etc.

— Estimated benefits: Speed, reliability, etc.

— Known risks: e.g. that context changes, that benefits
are not achieved, cost reductions not achieved, that
project runs out of budget, over time etc.
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There often is no central decision maker

— Each partner can walk out at any moment
— Each partner has its own BC
— Need a sustainable BC for each partner

Relevant information to make the business case is
confidential

— Business processes and IT available in a partner are confidential
— Expected benefits per partner is tactical information

Business case development often fails due to lack of trust
— Lack of understanding of the network
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e Make a value model ( = business model) with public
information

— Which partners
— Which services against which return service

— Estimation of traffic
e Extend business case with value model

* This allows each partner to estimate
— Required changes in IT __ As shown by
— Required changes in business processes earlier research

— Expected benefits
And still keep sensitive information confidential

A



Methodological interrupt

Basic science

N=0° Universal theories
Background theories
|
Generalized l
conditions

Knowledge about

N=k decentralized business cases development techniques Design science
Application ' T Generalization
Context: Decentralized sojourn planning Goal-oriented
L X Requirements
NS ) ) Tr‘ea"'men"" RC method + Value modelina Enaineerin
Rotterdam Harbor v DB TRTIRRAE T VAR TR g g
—>
Conditions Effects: Improved up-front understanding of network

of practice

should satisfy
Goals: Joint decision, convincing business cases

Trade-offs? Sensitivity?
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* Actors e Dependency path

e Value transfers e Model boundary

e Value interfaces e Validity period
 Commercial transactions e Profitability estimations
 Consumer need « Not a process

28th Sept. 2010 WeRE/Design Science tutorial 28
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Dependency path

e “If a consumer need occurs in the validity
period of the model, these transactions will
occur in the period of validity.”

 Represents a commercial transaction from an
economic point of view
— Instructions for a profitability computation
— In general it is an acyclic and/or path
— Not a process model



Buyer : Seller ; Carrier

Receive
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Value model of current situation

arrier erminal
ine Shipper
s fl OrEn
_b

Container Service

Inland
Shipping Service
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Problem!

Terminal operator
already satisfies its
goal: have queues of
waiting barges

Ml orey

Flanning support
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Methodological structure

Initial problem Initial treatment design:

Treatment validation:

understanding: Version 1 of BCD o

Literature study method

BCD could be used but BC failed to convince partners. a Tzt e v i e
Mechanism (=problem theory): distrust of partners and Action case: BCD in

lack of understanding of decentralized planning E

Improved treatment Treatment validation:
design: Simulation the
BCD + Value modeling Rotterdan case

Improved problem
understanding

Looking for a new action case ...

WeRE/Design Science tutorial 33
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idation methods in design science

Scalingupto | Cond. of | Cntrl Unit of | Example | User Goals

conditions of pract_ of data

practice cntxt collect.

lllustration no yes model | small designer | illustration

Opinion imagined | yes model |any stakeh. | support

survey

Lab demo no yes model |realistic | designer | knowledge

Lab expt. no yes model ! | artificial | subjects | knowledge

Benchmar no yes model |standard | designer | knowledge

Field trial yes yes model |realistic | designer | knowledge

Field yes yes model |realistic |stakeh. |knowledge

experimen

Action cas yes no model |real designer | knowledge and
change

Pilot projecl | yes no model |realistic |stakeh. |knowledge and
change

Case study |yes no model |real stakeh. | knowledge and

change




Validation research methods in design science

Cond. of | Cntrl Unit of | Example | User Goals
pract. of data
Cntxt | collect.
Opinion imagined | yes model |any stakeh. | support
survey
Lab expt. no yes model ! | artificial | subjects | knowledge
Field yes yes model |realistic |stakeh. |knowledge
experiment
Action case |yes no model |real designer | knowledge and
change
Pilot project |yes no model |realistic |stakeh. |knowledge and
change
Case study |yes no model |real stakeh. | knowledge and

change




Validation research, generally

*Research problem investigation
* Research goal?
* Unit of study?
* Questions?
* Conceptual model?
* Current knowledge?
*Research design
*Research design validation
Will this answer our questions?
*Research execution
eAnalysis and evaluation of results
* Observations?
*Effects, Valuation,
Trade-offs, Sensitivity?
* Explanation?
* Generalization?
* Practical impact?

Problem investigation
Treatment design
Treatment validation
Treatment implementatio

Implementation evaluation

Practical problem Research problem

28th September 2010 WeRE/Design Science tutorial
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Technical action research

*Research problem investigation

* Research goal?

* Unit of study?

* Questions?

* Conceptual model?

* Current knowledge?
*Research design
*Research design validation

Problem investigation
Treatment design

Treatment validation
Problem investigation

Client’s problem
Treatment design

Treatment implementatio

_ , Will this answer o uestions? :
Implementation evaluation R H i Customize treatment
esearch execution Treatment validation
*Analysis and evaluatiomof results Check with client

* Observations?
*Effects, Valuation,
Trade-offs, Sensitivity? Implementation evaluation

N i
Explanation? Client’s goals satisfied?
* Generalization?

* Practical impact?

Treatment implementation

Practical problem Research problem Practical problem

28th September 2010 WeRE/Design Science tutorial 37



Analysis of results of TAR

*Research problem investigation

* Research goal?

* Unit of study?

* Questions?

* Conceptual model?

* Current knowledge?
*Research design
*Research design validation

Problem investigation
Treatment design

Treatment validation
Problem investigation

Client’s problem
Treatment design

Treatment implementatio

, Will this answer o uestions? :
Implementation evaluation R H i Customize treatment
esearch execution Treatment validation
eAnalysis and evaluatio® of results Check with client

* Observations?
*Effects, Valuation,

Trade-offs, Sensitivity? Implementation evaluation

* Explanation? Client’s goals satisfied?
* Generalization?

* Practical impact?

Treatment implementation

Practical problem Research problem Practical problem

28th September 2010 WeRE/Design Science tutorial 38
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 Developing a confidentiality risk assessment
method in business networks

 Researcher used method herself to help a
client do this assessment

e Next slide

— (Morali, A. and Wieringa, R.J. (2010) Risk-Based Confidentiality Requirements
Specification for Outsourced IT Systems. In: Proceedings of the 18th IEEE
International Requirements Engineering Conference (RE 2010), 27 Sept - 1 Oct
2010, Sydney, Australia. IEEE Computer Society. )




Example 3: Methodological structure

Practical problem:

Specify confidentiality control requirements of an

outsourcing client in an SLA.

Problem investigation
(Section I) Stakeholders, Goals, Problems,
Diagnosis, Criteria C0-Cb,
Existing solutions

Treatment design
(Section I1T) CRAC++ = CRAC + gdnfidentiality
requirements specification

Treatment validation
Q1 Would this work if imp
Q2 Trade-offs?
Q3 Sensitivity?

ented?

Treatment implementation
Transfer CRAC+ to practice

Implementation evaluation
Evaluate practical experience with CRAC++

Research question:
Is the proposed method valid?

/!

Research question investigation
(RO1) Does CRAC++ satisfy criteria?
(RQ2) How does CRAC++ compare to alternative
treatments?

(RQ3) In which contexts is CRAC++ usable?

Research design
Acquire a case

Validate the research design
(Section VILI)

- Internal validity
- External validity

Execute the research

Analyze results
Answers to research questions? Explanations?
(Section VII-A) RQL: Goal achievement
(Section VII-B) RQ2: Comparison
(Section VII-C) RQ3: Generalizability
(Section VIIT) Validity of answers?

Practical problem:
Specify confidentiality requirements of X ina
particular outsourcing relation,

Problem investigation

(Section IV)

- stakeholders involved,

- organization architecture,

- [T architecture

- goals/ problems of the stakeholders,
- criteria to measure goal-achievement

Treatment design
Agree on a treatment plan

Treatment validation
Would this achieve stakeholder goals?

Treatment implementation
(Section V)
Perform the plan

Implementation evaluation

(Section VI)

Evaluate whether stakeholder goals have been
achieved




Take home about design science

1. In design science research, we iterate over technology (practical
problem solving) and research (knowledge question answering)

2.  Much of design science research is validation research
— Treatment & Context produces effects?
— Effects satisfy criteria?
— Trade-offs?
— Sensitivity?
— Risks? Understanding of mechanisms?

3. Validation research must simulate the treatment in practice
— Opinion poll of practitioners
— Experimenting with models
— Action case



Take home about business network
design

 Decentralized decision making may fail in
distrust

e Value model can be used to:

— Clarify the business cases for all partners, keeping
sensitive info confidential

— Designing the required IT services
— Designing the required coordination process
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